
 

  Scam of the Week: Top 10 Cybersecurity Tips for Holiday 
Shopping 

For most of us, the holiday season is about friends, family, food—and shopping! Black Friday and 
Cyber Monday fall just after Thanksgiving in the U.S., but internationally, they are two of the busiest 
shopping days of the year. Unfortunately, while you’re looking for holiday deals, the bad guys are 
looking for ways to scam you any way they can. 
 
Follow these tips to stay safe this holiday season: 

1. Keep your smartphone, computer, and other devices updated. This helps ensure that your 
device has the latest security patches.  

2. Only use trusted Wi-Fi connections and be suspicious of any network that does not require a 
password to connect. 

3. Take the time to change any outdated or simple passwords. Use strong, unique passwords 
on all of your accounts.  

4. Be careful not to overshare on social media. Consider anything you post to be public 
information.  

5. Keep an eye on the activity in your banking and credit card accounts. Also, be sure to 
monitor your credit report on a regular basis. 

6. Be suspicious of emails you receive about online purchases. Check the status of your order 
directly on the website that you purchased from. 

7. If you receive a holiday greeting card in your inbox, verify the sender before clicking the link 
to view the card. 

8. If you’re traveling for the holidays, be sure to keep your devices stored safely at all times.  
9. Pay close attention to the websites that you order from. Only shop on websites that you 

know and trust. 
10. Watch out for giveaways and contests. Remember that if something seems too good to be 

true, it probably is.  

 
Stop, Look, and Think. Don't be fooled. 
The KnowBe4 Security Team 
KnowBe4.com 
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